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1.) Scope  
 

The SREDHead is designed to meet the PCI 4.x SRED requirement, however since it is a 

component it cannot be certified alone by PCI which means the final enclosure which 

incorporates the SREDHead needs to obtain PCI certification. Following is a set of 

design guidelines on how the MSR solution needs to be designed in order to obtain the 

PCI SRED certification. 

 

2.) Design Requirements: 
 

The SREDHead itself has tamper switches built into the head so when the head can is 

opened, the encryption key will be destroyed immediately. 

 

For PCI compliance, other types of attacks are also considered in scope outside of 

directly at the MSR head, including an attacker being able to install a “fake” head next to 

the SREDHead or to replace it. To overcome that requirement, the SREDHead was 

designed to provide an external tamper switch signal to the head. When this tamper 

switch signal is triggered, the encryption key in the head will be destroyed.  

 

To facilitate production of the units, the SREDHead FPC is designed such that there are 

two tamper switch bypass bridges in parallel with the tamper switch. Those bridges will 

bypass the tamper switch input until the SREDHead is installed in the unit.  In the design 

of the unit, it is necessary to design in a mechanism such as plastic tabs so when the 

tamper switch is installed and the unit is closed, it will be able to break off those bridges. 

Once those bridges are broken, the tamper switch will be active. When the surrounding 

case is opened, the tamper switch will be open and triggers the tamper detection signal 

that goes to the head and erase the keys. 

  



SREDHead Design Guide 

 

Copyright © 2010-2014, International Technologies & Systems Corp.  All rights reserved. 

Page 5 of 10 

 

 

a. Mechanical Drawing: 

The following diagrams showing the location of the tamper switch and the bridges 

 

 

 
 

Figure 1  Front side of the SREDHead 

 

 

Bridge Breaking Mechanism 
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Figure 2  Back side of the SREDHead 

 

 
 

Tamper Button 

 

 

  

Tamper switch, the tamper switch assembly 

compression amount is 0.7mm. 

Head FPC 
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FPC with bridges broken and tamper switch engaged. 

 

b. Reference Design 

 

ID Tech reviewed with a PCI lab two versions of the SREDHead integration design 

that would pass PCI SRED certification.  Following are diagrams illustrating the 

design. 

 

 

Design 1: 

 
 

Design 2: 
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Below are 3D views of Design 1.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

When the SREDHead is installed in the housing, the break-off tabs are aligned with 

the bridges. 

 

 

 

 

 

Break-off tabs 
align with the 
bridges 
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Within the ID Tech reference design, the tamper button is compressed .7mm when 

installed.  This will provide enough force to break the bridges as well as maintain 

constant contact between the tamper button and the tamper switch. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

When the unit is closed, the break-off tabs break the tamper switch bridges. The 

tamper switches closed the tamper detecting circuit. 

  

Break-off tabs 
breaks the bridges 
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c. Battery Consideration 

 

The SREDHead comes with a small battery. The battery is used to retain the encryption 

keys. The design can either continue using the supplied battery or the design can supply 

its own power to the SREDHead and remove the battery that comes with it.  The 

SREDHead must have power supplied at all times for the active tamper monitoring. 

 

3.) Reference Files: 

 

ID Tech has a reference file available for design consideration.  Please coordinate with 

your sales rep to execute ID Tech’s Mutual NDA for file sharing. 

 

SREDHead 3D drawing with internal design disable.zip 

 

 

4.) Key Injection: 

Being a SRED device, the SREDHead must have a data key injected into the unit in order 

for the unit to function properly; this needs to be done either at ID Tech or a certified key 

injection facility.  The SREDHead allows for two methods of key injection: direct 

injection or remote key injection.   

 

When designing the SREDHead into the enclosure or tablet for direct key injection, 

ensure that the enclosure or tablet allows pass through communication capability to the 

SREDHead or that the host is able to deliver the key injection commands to the head 

directly. The preferred key injection method is over a RS232 signal, but if USB is 

preferred, it needs to comply with ID Tech USB.   

 

 

 


